


KEY TAKEAWAYS

Raising the transparency level is the first step to cyber risk mitigation - it leads to
higher visibility and greater awareness necessary to catalyze actions required to
mitigate cyber risks.

Asia-Pacific (APAC) is an ideal environment for cyber criminals to thrive in due to
high digital connectivity, contrasted with low cybersecurity awareness, growing
cross-border data transfers and weak regulations.

The lack of transparency leads to an inaccurate perception that the APAC cyber
threat level is lower than other regions.

Detailed and clear data breach notification laws, supported by enforcement, and a
culture of compliance within organisations are critical to improving transparency
and improved risk mitigation.

The global cyber insurance market is heavily skewed towards the US, driven
primarily by the mandatory breach notification laws that raise the transparency and
awareness levels among key stakeholders.

Beyond legislation, governments can further mitigate cyber risk through public-
private information sharing, development of cybersecurity knowledge hubs and
growing the cybersecurity talent pool.

Companies need to start treating cyber risk as an enterprise-wide risk by applying
a comprehensive risk management framework and upgrading its capabilities along
the cybersecurity “Kill Chain”. The reality is that many APAC organizations lack the
structure, processes or culture necessary for this.
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INTRODUCTION

Cybercrime is becoming a greater risk when doing businesses in Asia-Pacific (APAC) as
compared to North America and Europe. Rapidly growing connectivity and the
accelerating pace of digital transformation expose the APAC region, and make it
particularly vulnerable to cyber exploitation. Evidently, according to the 2017 edition of
the Global Risks Report, cyber concern around the likelihood and impact of
technological threats has sharpened among business executives in APAC, and
cyberattacks are ranked among the top 5 risks of doing business in the region.

The lack of transparency in the region results in weak cyber regulations and
enforcements by authorities, as well as low cyber awareness and security investments
among corporations.

Historically, data breach notification laws have been lacking across the region, bringing forth
one key insight — governments and policy-makers have yet to recognize the importance

of transparency in the battle against cyberattacks. Moreover, the lack of transparency
potentially shrouds perceptions and alters behaviors of corporations, resulting in inaction

or inadequate mitigation efforts. The global cyber insurance market is dominated by the US
due to the mandatory breach notification laws that raise transparency and awareness levels
among key stakeholders. Cyber insurance take-up rates in APAC remains negligible today.

To mitigate cyber risk, it is essential to raise the degree of cyber transparency in the region.
Besides addressing the inevitable challenges related to government actions and corporate
reactions to push for transparency, there must also be buy-in for comprehensive cyber risk
strategies and fair collaboration among various stakeholders to build cyber resilience within
the cybersecurity ecosystem.

For the purpose of this report, we use a definition of Asia-Pacific that includes East Asia, South Asia, Southeast Asia and Oceania, but excluding
central Asia and the countries of the Easten Pacific (North and South America).
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CYBER RISK: ASIA-PACIFIC IN NUMBERS

THE SEVERITY RECENT CYBERATTACKS
OF CYBERATTACKS EXAMPLES IN ASIA
PERSONAL

DATA OF

Hackers are 800/0 850

more likely to attack

organizations in Asia’ ‘Q Z MILLION 6.4
l/
&dd MILLION
—_ == = . VM
personnel stolen from stolen from Children’s data Philippine
Singapore’s defense cyberattack stolen in Hong Kong government
ministry online onabankin hacking of a digital websites
database portal in Feb Bangladesh toymaker firmin simultaneously
20174 in May 2016° in Dec 20157 hacked in July 2016°
CHALLENGES FOR FIRMS

$81 5th
BILLION Ranked

IN MANAGING CYBERSECURITY

among Asian
top risks?
in business Ranked Gth
revenues lost to among Global
cyberattacks' top risks? 70% of firms do not
have a strong understanding
of their cyber posture
ASIAN FIRMS LAG
IN CYBERSECURITY

dh dh dh A

Asian organisations

take 1 .7 times longer than

~n

f : 8 of organisations found it
S the global median to discover a breach 78% 9 ' difficult-to-extremely-difficult”
to recruit cyber talent"'
of Internet users

Asian firms spent 47% in Asia have not Primary insurers are reluctant to
n less on information security received any . dry ingl b

than North American firms® education on provide single coverage above
L cybersecurity '° $1 00 MILLION

FT, 2016. Asia Hacking: Cashing in on cybercrime.

WEF and Marsh & McLennan Companies, 2017. The Global Risks Report 2017, 12th Edition.

BBC News, 2016. Asian companies have world’s worst cybersecurity says study.

Straits Times, 2017. Personal data of 850 national servicemen and Mindef staff stolen in targeted cyberattack.
Reuters, 2016. Bangladesh Bank official’s computer was hacked to carry out $81 million heist.

The Philippine Star, 2016. 68 government websites attacked.

CNBC, 2015. Vtech hack: Data of 6.4M kids exposed.

Mandiant, 2017. M-Trends 2017: A view from the front line.

9 Gartner, 2015. Information Security Spending Update.

10 ESET, 2015. EEST Asia Cyber-Savviness Report 2015.

11 Mercer, 2015. Human Capital Challenges in a High-Risk Environment: 2015 Cybersecurity Talent Spot Poll.

0w N O b W N =

Copyright © 2017 Marsh & McLennan Companies 4



PART 1: GLOBAL TRENDS IN CYBER RISK

Only in the last decade has cyber risk emerged as a real threat as the world becomes
increasingly digitized. Cyberattacks are known to be low-cost yet capable of severe
damages, while cyber adversaries are not limited by geographical boundaries. With its ever
evolving nature, cyber risk has grown pervasive and dangerous, rendering it hard to combat.

Today, cyber risk is entrenched in the operations of organizations across all industries and
geographies, making them susceptible to cyberattacks regardless of their cybersecurity
measures. Losses from cyberattacks can also be significant — including compensations to
impacted customers, business interruptions, or reputational damage.

Every year, the World Economic Forum (WEF) partners with Marsh & McLennan Companies
to prepare one of its flagship publications, the Global Risks Report. In the 2017 edition,
cyberattacks are ranked as the 6™ most likely global risk over the next decade?. The scope,
scale and impact of cyberattacks have grown rapidly as cyberattacks were not considered a
top 10 global risk till 2012.

Alarmed by the growing cyber risk trends, countries in the West have begun taking
measures to mitigate the threat. In April 2016, Europe adopted the General Data Protection
Regulation (GDPR), which will take effect in 2018. Hailed as a watershed, the GDPR
mandates that every company doing business in Europe and handling personal data
relating to EU-based citizens to disclose data breaches to authorities and the public, where
necessary. More importantly, failure to do so warrants a financial penalty up to 4 percent of
total revenues.'3

Governments are investing in cyber research, developing knowledge centers that provide
guidance on cyber practices and technical issues, and facilitating knowledge exchange
between industries.

The private sector has also seen growing awareness. A 2016 study on cybersecurity practices
in Europe found that the number of companies that list cyber as a top-five concern has
doubled in the last year while companies that did not mention cyber as a concern dropped
from 25 to 10 percent.' Boardrooms are also maturing in their cyber risk perception and
managing cyber risk at the enterprise level.

While global awareness of growing cyber threat is rising, decisive corporate actions are
still lacking. Of the 30 percent of companies™ that reported an understanding of their
cybersecurity plans, many have yet to take concrete actions to institutionalize cyber risk
management plans into their longer-term business strategies.'*

12 Juniper Research, 2015. The Future of Cybercrime & Security: Financial & Corporate Threats & Mitigation 2015-2020.
13 MMC Global Risk Center, 2016. MMC Cyber Handbook 2016/17.
14 Swiss Re Institute, 2017. Sigma Series — Cyber: Getting to grips with a complex risk.
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This sentiment was often repeated at the SID conference, indicating general
acknowledgement of the need for board level involvement in dealing with cybersecurity.
However, what is actually done is less ideal. Another cybersecurity forum held in July 2016 by
SID*? revealed the reality behind the words at the conference.

“The silence of many “Cybersecurity is not a top priority on most
boards is worrying. More board agendas. It tend to be relegated to the IT
education is needed.” department. Instead, the board should ask for
and review the cybersecurity plan.”
Mr. Foo Siang-tse, Ms. Tan Yen Yen,
Managing Director, Quann Regional Vice President, SAS Institute

Unfortunately, board indifference to cyber risk continues to persist even in Singapore, which
is considered to be one of the most forward-thinking nations with regards to cybersecurity.
The situation is similar or worse in other APAC countries, where the need for enterprise-wide
cyber risk management is not commonly accepted.

OVERCOMING PRACTICAL CHALLENGES

Moving towards an enterprise-wide cyber risk management approach is a large and complex
undertaking for any organization. This section highlights key challenges management must
consider when addressing cyber risk, as well as potential solutions to overcome them.

QUANTIFYING CYBER RISK

Companies must understand that cyber risk cannot be totally eliminated. Samit Soni, a
Partner at Oliver Wyman, says that

“No institution has the resources to completely eliminate cyber risk”

A key part of managing cyber risk involves deriving a risk management strategy to quantify
cyber risk to realize the benefits for comparison and justification of the level of investment
towards mitigating it. Only with a price tag on risk can organizations determine which
products, business lines or commercial strategies are worth the cyber risk they entail.

However, most organizations struggle with cyber risk quantification. Marsh conducted a
survey of 300 leading risk executives and found that although 82 percent of respondents
claimed to have conducted assessments to determine their vulnerability to cyberattacks, less
than 40 percent have actually modeled potential losses.3>

Modeling cyber risk exposure is critical, although not without challenges in execution. These
challenges include determining the modeling methodology, obtaining the data necessary
for modeling and making sound decisions in view of the lack of transparency.
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The first step for organizations in cyber risk quantification is determining how
to construct their model in a manner that generates a meaningful outcome.
Companies have typically quantified cyber risks the same way they model other
operational risks — focusing only on direct revenue losses. This definition is too
narrow and does not accurately capture the full spectrum of losses that occur in
an actual cyberattack.

While estimating the true cost of a potential cyber breach will never be an

exact science, Oliver Wyman found that a more robust methodology involves
developing scenarios that consider the risks from various angles - foregone
revenue, liability losses, reputational damage, impacts to customers and
processes, as well as regulatory requirements. In the event of a cyberattack,
companies are hit with lost revenues as well as additional remediation costs, such
as regulatory fines, and compensation to customers whose data is compromised.
Finally, companies should project the amount of future revenue declines as a
result of reputation damage.

A key challenge to quantifying and modeling cyber risks is to gather and collect
all relevant data, both internal and external records of business, as well as
operational and technical, so as to model against a range of expected and worst-
case scenarios. External data is generally difficult to obtain in APAC due to the lack
of transparency surrounding cyberattacks. While global benchmarks are available
and can be used as proxies, their relevance to the region is questionable.

Beyond the APAC-specific issue of inadequate current data, the recent nature of
cyber threats means historical data is also scarce. Consequently, companies face
the challenge of making the right assumptions in their models. The extensive
application of assumptions and parameters on models built for the region is thus
expected to continue for some time. Meanwhile, companies are best served

by relying on the educated assumptions of third-party experts to support their
model build.

Compounded by the challenges in obtaining complete data and drawing
sound assumptions for a robust scenario analysis, organizations may find it
difficult to accurately price their risk exposure and consequently struggle to
make strategically sound, risk-adjusted decisions. This is further reason for
governments to drive more promote transparency.

Undoubtedly, the information provided from a robust model is critical for management to
obtain a full view of the cyber risk, assess the adequacy of their risk protection and determine
the necessity for further investments — all key tenets of a cyber risk strategy. Although
challenging, companies cannot afford to ignore quantifying cyber risk, given its importance
in the risk management process.
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RECOGNISING THE ROLE OF INSURANCE

Akey role of insurance is risk transfer. Having recognized that cyber risk cannot be eliminated;
companies must be prepared for a cyberattack. The challenge with cyber risk is that it has

the potential to be a tail risk to data, reputation, or the ability to do business. A 2016 study by
Ponemon found that that the average total cost of a breach is $4 million, up 29 percent since 2013
and persistently rising.** The magnitude of a potential, sudden loss forces firms to scrutinize their
ability to withstand such impact, and after rigorous analysis, part of the solution almost always
involves looking to insurance as a way of transferring the risk away.

The role of cyber insurance is also useful in quantifying the price of cyber risk. Insurance premiums
can serve as benchmarks to the risk modeling output and should be used as part of profitability
analyses to determine the financial feasibility of a project, or executing cyber risk mitigation
efforts. For instance, if a cybersecurity feature costs less than the net present value (NPV) of the
resulting reduction in cyber insurance premiums, it is a worthwhile endeavor.

Prompted by the wave of high profile attacks and new data protection rules introduced around
the world, annual gross written cyber insurance premiums have grown by 34 percent per annum
over the last seven years, from $500 million in 2009 to $3.9 billion in 2016. Strong and long-term
growth is expected in the global cyber insurance market, which is projected to reach $9 billion by
2020.44

However, the cyber insurance market remains heavily skewed towards the US: Insurance

take-up rate was 55 percentin the USin 2016, compared to 36 and 30 percent in the UK and
Germany respectively.* The take-up rate in APAC was even lower even though data is scarce. The
distribution is worse for cyber insurance premiums, which was again largely dominated by the US
(Exhibit 7).

Exhibit 7: Global cyber insurance market The US is expected to continue dominating the

2016 INSURANCE PREMIUMS global cyber insurance market over the next few

($3.9 BILLION GLOBAL FIGURES) years. A key driving force is the mandatory breach
notification laws, the first of which was enacted

in Californiain 2002. Today, 47 out of the 50 US

Europe, 4% states have enacted the legislation,*® following the
‘ RoW including basic tenets of California’s original law.
APAC, 6%

Despite the proliferation of technology and
cyberattacks in APAC, there lies significant

United States, 90% opportunities for insurers here since APAC’s cyber
insurance market share remains negligible.

This suggests strong growth potential and significant opportunities for insurers in the region-the
cybersecurity market in APAC is projected to grow over 15 percent per annum till 2019. Munich
Re expects Asian market volumes for cyber covers to grow to $1.5 billion by 2020, while AIG
estimates cyber insurance penetration in Singapore could increase to 40 percent in 2020 from 9
percent today.

There are key insurability challenges that need to be addressed so insurers can fully capture the
growing market share, while the insured are adequately protected at fair prices.

43 Ponemon Institute, 2016. Cost of Data Breach Study.

44 Munich Re, 2016. Innovation@Work.

45 Hiscox 2017. Cyber Readiness Report.
46 National Conference of State Legislatures, 2017. Security Breach Notification Laws.
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aw
p The scope of cyber insurance coverage remains highly specific as the
characteristics of cyber threats across geographical locations, industries, and
size of corporations vary widely (Exhibit 11). With little standardization across the
products offered, companies need to have a deeper understanding of their own
cyber risk exposures to determine the appropriate type and amount of coverage
required based on their own risk tolerances. However, 49 percent of respondents
surveyed by Marsh admitted that they possess “insufficient knowledge” about
their own risk exposures to assess the insurances available.

Thus, even corporations with some form of cyber insurance may be unprotected
against indirect losses that cannot be measured (reputational losses, for
example), or not relevant to their risk exposure, leaving many corporations
exposed to larger losses. On the other hand, cyber policy limits from a single
underwriter typically range up to $100 million. Furthermore, with layered
programs, a consortium of insurers and reinsurers can provide a tower of cyber
insurance easily beyond $500 million in limits, which usually involve a series

of insurers writing coverage each one in excess of lower limits written by other
insurers.*’

Itis imperative that companies put in place processes for proper assessment
of their cyber risk exposure, as that will lead to more targeted and effective
mitigation, and greater ability to judge the value of the risk transfer options
available in the market.

Douglas Ure, Practice Leader (Asia) at Marsh Risk Consulting, highlights that

“cyber insurance is not a holistic solution in dealing with cyber exposure
and covers only certain specific events and outcomes.”

There is no one standard policy to cover cyber risk as the characteristics of

cyber threats vary widely across industries and corporation size, while the terms
and coverage of policies are complicated in nature. Thus, companies need to
have a deeper understanding of their own exposure as it will help determine

the appropriate type and amount of coverage required based on their risk
tolerances (Figure 8 provides an example of different loss categories deriving from
cyberattacks and non-malicious IT failures).

47 Marsh, 2015. UK Cyber Risk Survey.
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Exhibit 8: Different loss categories available in the cyber insurance market
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Intellectual property (IP) theft

Business interruption

Data and software loss

Cyber extortion

Cyber crime/cyber fraud

Breach of privacy event

Network failure liabilities

Impact of reputation

Physical asset damage

Death and bodily injury

Incident investigation and
response costs
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« Loss of value of an IP asset, expressed in terms of loss of revenue as a

result of reduced market share

Lost profits or extra expenses incurred due to the unavailability of IT
systems or data as a results of cyberattacks or other non-malicious
IT failures

The cost to reconstitute data or software that has been
deleted corrupted

The cost of expert handling for a extortion incident, combined with
the amount of the ransom payment

The direct financial loss suffered by an organization arising form the
use of computers to commit fraud or theft of money, securities or
other property

The cost to investigate and respond to a privacy breach event,
including IT forensics and notify affected data subjects

Third-party liability claims arising for the same incidents. Fines
from regulators and industry associations

Third-party liabilities arising from certain security events occurring
within the organization’s IT network or passing through it in order to
attack a third party

Loss of revenues arising from an increase in customer churn or
reduced transaction volumes, which can be directly attributed to the
publication of a defined security breach event

First-party loss due to the destruction of physical property resulting
from cyberattacks

Third-party liablity for death and bodily injuries resulting
from cyberattacks

Direct losses incurred in investigating and “closing” the incident
and minimizing post-incident losses. Applies to all the other
categories/events
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